
Coinneamh: Comataidh Sgrùdaidh is Dearbhachd 

Ceann-là/Àm: 25 Samhain aig 09.30 

Càite:   Microsoft Teams 

Clàr-gnothaich – Seisean Fosgailte 

1. Cùisean Tòiseachaidh

1.1. Fàilte is Leisgeulan

1.2. A’ Nochdadh Com-pàirtean

1.3. Gnothaich Iomchaidh Sam Bith Eile (GISBE)

2. Molaidhean Sgrùdaidh

2.1. Molaidhean In-Sgrùdaidh (Ri Aontachadh)

PT1 Inbhe Molaidhean In-Sgrùdaidh 

Nicola Pearson, Ceann an Ionmhais is Cùisean Corporra 

2.2. Molaidhean In-sgrùdaidh (Ri Aontachadh)  

PT1 Aithris Ionmhais is Buidseit 

PT2 Tèarainteachd Dhidseatach 

Peter Clark, Wbg 

3. Rianachd Mhì-chinntean

3.1. Rianachd Mhì-chinntean Ro-innleachdail (Ri Aontachadh)

PT1 Clàr Mhì-chinntean Ro-innleachdail 

Nicola Pearson, Ceann an Ionmhais is Cùisean Corporra 

4. Riaghladh

4.1. Plana Obrach an Comataidh Sgrùdaidh is Dearbhachd

(Ri Aontachadh)  

PT1 Plana Obrach 2025/26 

Nicola Pearson, Ceann an Ionmhais is Cùisean Corporra 

5. GISBE

Ceann-là na h-ath choinneimh: 24/02/2026

Deireadh an t-Seisein 



Meeting: Audit and Assurance Committee 

Date/Time: 25 November at 09.30 

Location: Microsoft Teams 

Agenda – Open Session 
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2.1. Internal Audit Recommendations (For Decision) 
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   PT1 Budgetary & Financial Reporting 

PT2 Cyber Security 

Scott McCready, Wbg 

3. Risk Management
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Meeting: Audit and Assurance Committee 

Date:  25 November 2025 

Title:   Status of Audit Recommendations  

Action Required: For Decision 

Paper number: 2.1 

Spokesperson: Nicola Pearson, Head of Finance and Corporate Affairs 

Appendices:   PT1 Status of Audit Recommendations  

1. Purpose
1.1. The purpose of this paper is to present information on progress on the actions arising

from Internal and External Audit reports to the Audit and Assurance Committee. 
1.2. The paper is in English as will be reviewed by the internal and external auditors as part 

of their audit work. 

2. Background/Main points
2.1. It is important the Audit and Assurance Committee assures itself that there is adequate

progress and control improvements in implementing the recommendations.
2.2. There are four outstanding internal audit recommendations.
2.3. There are no outstanding external audit recommendations.
2.4. There is one internal audit observations.

3. Recommendation
3.1. The Committee is requested to approve the register.

4. Main Strategic Impacts
4.1. Impact on Finance: Audit fees are included in the budget.
4.2. Impact on Staff: The register is reviewed regularly by the Leadership Team and

managers to ensure that progress is being made.
4.3. Impact on Training: N/A
4.4. Link Corporate Aims: Our work informs and influences Gaelic development and

policies which impact on Gaelic.
4.5. Impacts on Reputation: It is important the Bòrd na Gàidhlig continues to demonstrate

improvement and these audit recommendations contribute to this.
4.6. Impacts on Health and Safety: N/A
4.7. Legal Impacts: N/A
4.8. Impacts on Equality: N/A
4.9. Impacts on the Environment: N/A

5. Links to the National Performance Framework
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Human Rights ☐ 

Culture ☐ 

Environment ☐ 

Health ☐ 

Learning ☐ 

Successful Innovative Businesses   ☒ 

Children and Young 
People  ☐ 

Communities  ☐ 

Poverty  ☐ 

International  ☐ 

Economy  ☐

6. Governance Route
6.1. Approved by the Leadership Team on 13 November 2025.

7. Confirmation of Circulation of Document
7.1. This is an open paper.



Paper 2.1 PT1 – Status of Recommendations 

 

Unique
Ref

Date added Recommendation Management Action Owner Current Position Date of Update Progress
Expected 

Completion 
Date

IAR 24 24/10/2025 We recommend that management ensures the Monthly Management 
Accounts Procedure is reviewed and updated in line with its 
scheduled review date, and that any relevant changes or 
recommendations arising from the audit are incorporated into the 
revised document.

The procedure is in the process of being updated. This was held up 
by the development of the new Management Accounts Pack.

Head of Finance & 
Corporate Affairs

Update written, now being 
tested

29-Oct-25 In progress 01-Feb-26

IAR 25 24/10/2025 We recommend that management introduce periodic formal training 
or refresher sessions for budget holders. This would help budget 
holders keep their knowledge up-to-date and strengthen 
consistency and compliance across budget management activities.

We will consider the training requirements of the current budget 
holders and ensure training is available regularly and included in 
induction processes where appropriate.

Head of Finance & 
Corporate Affairs

Not yet started 29-Oct-25 Not started 01-Feb-26

IAR 26 24/10/2025 We recommend that the Organisation develops a dedicated CIRP, 
either as a standalone document or as a clearly defined section 
within the wider Business Continuity Plan. The CIRP should define 
roles and responsibilities, escalation routes (including to external 
bodies such as the NCSC or Action Fraud), communication 
protocols, and response playbooks for likely scenarios. Once 
established, the plan should be tested through a tabletop exercise to 
embed responsibilities and build confidence in managing live 
incidents.

We will develop a Cyber Incident Response Plan (CIRP) for Bòrd na 
Gàidhlig which will sit alongside out Business Continuity Plan.

Head of Finance & 
Corporate Affairs

We are reviewing templates for 
use.

29-Oct-25 In progress 01-Jan-26

IAR 27 24/10/2025 We recommend that the Organisation considers developing a more 
structured approach to managing cyber security within its supply 
chain as procurement activities expand. This could include updating 
procurement and contracting procedures to request evidence of 
supplier cyber security measures, such as Cyber Essentials or ISO 
27001 certification where appropriate. Responsibility for carrying 
out and recording these checks should be defined, with contract 
documentation updated to reflect minimum cyber expectations 
where relevant.

We will consider how Bòrd na Gàidhlig can incorporate these 
questions into our procurement processes.

Head of Finance & 
Corporate Affairs

Not yet started 29-Oct-25 Not started 01-Feb-26

Unique
Ref

Date added Observation

IAO 4 24/10/2025

NONE

EXTERNAL AUDIT RECOMMENDATIONS

INTERNAL AUDIT OBSERVATIONS 

Bord na Gaidhlig Response

Historically, a narrative report was not produced as part of the management accounts and worksheets were presented separately for discussion. Over the past year, the management accounts have been 
refined, culminating in the more structured presentation delivered in July 2025. Our review of these accounts found that they now include sufficient narrative. It was noted that this format will be maintained 
going forward, with the August reporting in development at the time of our review.

n/a

STATUS OF RECOMMEDATION

INTERNAL AUDIT RECOMMENDATIONS
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Meeting:     Audit and Assurance Committee 

Date:      25 November 2025 

Title:      Internal Audit Reports  

Action Required:    For Decision 

Paper number:   2.2 

Spokesperson:   Peter Clark, Wbg Services LLP 

Appendices:     PT1  Budgetary & Financial Reporting 

PT2 Cyber Security 

 

1. Purpose 
1.1. The paper presents the internal audit reports produced by Wbg following the work 

undertaken in September 2025.   
1.2. The paper is in English as reports have been prepared by the Internal Auditor. 

 
2. Background/Main points 

2.1. This is the first set of reports relating to the Internal Audit schedule for 2025-26 to come 
to the Audit and Assurance Committee. 

2.2. For each area of review, the Internal Auditors assign a level of assurance in accordance 
with the following classification: 

 

2.3. Where recommendations are made, a grading of High, Medium or Low priority is 
assigned, depending on the degree of risk assessed as outlined below: 

 

Assurance  Classification  

Strong Controls satisfactory, no major weaknesses found, no or only minor recommendations identified. 
 

Substantial Controls largely satisfactory although some weaknesses identified, recommendations for improvement made. 
 

Weak Controls unsatisfactory and major systems weaknesses identified that require to be addressed immediately. 
 

No No or very limited controls in place leaving the system open to significant error or abuse, recommendations made 
require to be implemented immediately. 
 

 

Grading  Classification  

High 
Major weakness that we consider needs to be brought to the attention of the Audit and Assurance Committee and 
addressed by Senior Management of the organisation as a matter of urgency. 
 

Medium Significant issue or weakness which should be addressed by the organisation as soon as possible. 
 

Low Minor issue or weakness reported where management may wish to consider our recommendation. 
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2.4. Below is a summary of recommendations made and areas of good practice noted by 
Wbg in this first reporting cycle of 2025/26. 

Report Rating Recommendations Grading Areas of good practice 

Budgetary & Financial Reporting Strong 2 Low 8 

Benchmark 2 Low recommendations 

Cyber Security Substantial 2 1 Medium 
1 Low 

10 

Benchmark 3 Medium and 2 Low recommendations 

 

3. Recommendation 
3.1. The Committee are requested to approve the reports presented. 

 
4. Main Strategic Impacts 

4.1. Impact on Finance: Internal audit fees are included in the budget. 
4.2. Impact on Staff: N/A 
4.3. Impact on Training: Once recommendations implemented, desk notes testing & 

training may be required. 
4.4. Link to Corporate Aims: Our work informs and influences Gaelic development and 

policies which impact on Gaelic. 
4.5. Impacts on Reputation: It is important the Bòrd na Gàidhlig continues to demonstrate 

improvement and internal audit reviews contribute to this. 
4.6. Impacts on Health and Safety: N/A 
4.7. Legal Impacts: N/A  
4.8. Impacts on Equality: N/A 
4.9. Impacts on the Environment: N/A 

 
5. Links to the National Performance Framework 

Human Rights   ☐ 

Culture     ☐ 

Environment    ☐ 

Health     ☐ 

Learning     ☐ 

Successful Innovative Businesses   ☒ 

Children and Young People  ☐ 

Communities    ☐ 

Poverty      ☐ 

International    ☐ 

Economy     ☐

 
6. Governance Route 

6.1. Management response agreed by Leadership Team  23 October 2025 . 
 

7. Confirmation of Circulation of Document 
7.1. This is an open paper. 
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The matters raised in this report came to our attention during the course of our audit and are not necessarily a comprehensive statement of all weaknesses that exist or all 
improvements that might be made. 

This report has been prepared solely for Bòrd na Gàidhlig’s individual use and should not be quoted in whole or in part without prior written consent. No responsibility to any 
third party is accepted as the report has not been prepared, and is not intended, for any third party. 

 
We emphasise that the responsibility for a sound system of internal control rests with management and work performed by internal audit should not be relied upon to identify 
all system weaknesses that may exist. Neither should internal audit be relied upon to identify all circumstances of fraud or irregularity should there be any although our audit 
procedures are designed so that any material irregularity has a reasonable probability of discovery. Every sound system of control may not be proof against collusive fraud. 
Internal audit procedures are designed to focus on areas that are considered to be of greatest risk and significance. 
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1 EXECUTIVE SUMM ARY  

Overview 

Purpose of review 

The purpose of this assignment was to review Bòrd na Gàidhlig’s (the Organisation’s) budgeting, monitoring and reporting. Our 
review looked to provide assurance to the Audit & Assurance Committee that there is an effective budget setting process in place 
and that action is taken when adverse variances arise. Our review considered the financial reporting arrangements in place and 
whether the level of reporting was sufficient for decision making purposes.  
 
This review formed part of our Annual Internal Audit Plan for 2025/26.  

Scope of review 

Our objectives for this review were to assess if: 

  The Board/Senior Management receive sufficient reporting of performance against budget and against plans throughout the year 
to enable informed decision making.  
 

  The budget setting process is effectively linked to the operational planning process. 
 

  Budget holders are adequately trained and receive information regarding their budgets in a timely manner.  
 

  The Organisation has a set of comprehensive Financial Regulations to ensure that financial matters are managed professionally.  
 

  Deviations from budget are identified and investigated at an early stage.  
 

  There is appropriate control of the budgetary process within the Organisation, with an appropriate member of management having 
ultimate responsibility for the process.  
 

Our approach to this assignment took the form of discussion with relevant staff, review of documentation and where appropriate 



 
 

1 Executive summary  

         

3 

      Bòrd na Gàidhlig 
Budgetary & Financial Reporting  

 

sample testing. 

Limitation of scope 

There was no limitation of scope.  
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Background 

The Organisation follows two key sets of financial regulations: 
 

 Financial Reporting Manual (FReM) – Issued by His Majesty’s Treasury, this sets out the accounting principles and standards 
for preparing financial statements across all UK public sector bodies. 

 Scottish Public Finance Manual (SPFM) – Issued by Scottish Ministers, this provides guidance on the proper handling and 
reporting of public funds in Scotland. 

 
These are supplemented by the Framework Agreement between the Organisation and the Scottish Government Sponsor 
Department. This document outlines the governance, accountability, and working relationship between the Organisation and the 
Scottish Government. 

The Organisation also have a Preparation of Monthly Management Accounts Procedure which outlines how the management 
accounts should be prepared and the information that should be documented. The Procedure was approved in December 2023 and 
due to be reviewed in December 2024, however, is not reviewed yet. Please see Section 3: Detailed Recommendation for 
further information.  

Budget Planning Process  

The Organisation receives annual Grant in Aid (GiA) funding from the Scottish Government. In March, the Organisation receives a 
letter confirming the level of funding for the upcoming year as well as information on how each element of the budget is to be 
spent. For 25/26, the Organisation received £5.635 million in funding, with this broken down into the following elements:  

 Budget for 2025/26 (£’000s) 

Total Grant in Aid £6,325 

Total Income  £6,325 

  

GLAIF £1,140 
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Other Development £3,301 

Total Development  £4,441 

  

Operating Costs  £1,884 

Gaelic development costs include grant schemes, development activities, and support for Gaelic organisations and is aligned with 
the Organisation’s Corporate Plan priorities. The development budget reporting is updated to meet the requirements set out in the 
GiA letter. 

Operating costs include the running expenses of the Organisation, including staff salaries, premises, IT, and administrative 
overheads. Salaries, aligned with Scottish Government pay policy, make up around 73% of total operating costs.  

Management Accounts 

The Finance Administrator exports information from the Organisation’s finance system, Xero, to procedure the monthly 
management accounts in Excel. The report is reviewed by the Head of Finance and Corporate Affairs and then issued to the Senior 
Leadership Team on a monthly basis.  

The Organisation do not produce management accounts for April or May as this ties into the reporting required by the Scottish 
Government and allows for the finance team to work on the production of the annual report and accounts. We reviewed the 
Management Accounts from March, June and July 2025 and confirmed that the financial position is reported to the Board on a 
quarterly basis.  
 
The following information is included in the management accounts: 

 Overview of their position; 
 Variances from the budget;  
 Monitoring report;  

 Projections; and 
 Senior Management Team monitoring report. 
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Cash Flow  

The Organisation provides cash-based reporting and monitoring to the Scottish Government on a monthly. We reviewed the Grant 
claims submitted from July and August 2025 and confirmed that the Organisation tracks the movement of cash. The cash-based 
reporting and monitoring to Scottish Government has little variation from the approved budget therefore management feels that 
sharing this with Senior Management and the Board adds limited value. 

The monthly breakdowns show timing of income and expenditure and provide explanations for any variances against the initial 
budget. 

Budget Holder Questionnaire 

To gather feedback from budget holders on the budget setting process, we issued questionnaire to all three budget holders, 
however we received no responses.  
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Work Undertaken 
In line with each objective, we undertook the following work: 

Objective 1: The Board/Senior Management receive sufficient reporting of performance against budget and against 
plans throughout the year to enable informed decision making. 

 We reviewed the Management Accounts for March 2025, June 2025, and July 2025 to assess whether they contain sufficient 
and relevant financial information. 

 We reviewed the Board meeting minutes from December 2024, April 2025, and June 2025 to confirm that the management 
accounts are subject to regular discussion at Board level. 

 We reviewed the Grant-in-Aid (GiA) claims and forecasts submitted to the Scottish Government from July and August 2025 
to assess if there is consistent tracking of cash movement.  

 We reviewed the 2025/26 grant allocations and the Board’s approval of the budget to assess whether the required approval 
process was followed. 
 

Objective 2: The budget setting process is effectively linked to the operational planning process. 

 We reviewed the Corporate Plan for 2023-28 to assess if the budget was aligned with the Organisation’s strategic objectives. 
 

Objective 3: Budget holders are adequately trained and receive information regarding their budgets in a timely 
manner. 

 We discussed with the Head of Finance and Corporate Affairs the training provided to budget holders to assess if this is 
sufficient. 
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Objective 4: The Organisation has a set of comprehensive Financial Regulations to ensure that financial matters are 
managed professionally. 

 We reviewed the financial reporting in line with the requirements of Financial Reporting Manual (FreM) and the Scottish 
Public Finance Manual (SPFM) to assess if financial matters are managed in line with the Organisation’s legislative 
requirements.  

 We reviewed the Framework Agreement with the Scottish Government to assess the requirements for budget setting and 
financial management and if these reflect current practice. 
 

Objective 5: Deviations from budget are identified and investigated at an early stage. 

 We reviewed the December 2024, April 2025 and June 2025 Board meeting minutes to confirm that significant variances are 
identified, investigated, and explained. 
 

Objective 6: There is appropriate control of the budgetary process within the Organisation, with an appropriate 
member of management having ultimate responsibility for the process. 

 We discussed the roles and responsibilities in place with the Head of Finance and Corporate Affairs to assess if there is clear 
accountability for budgets. 
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Conclusion 

Overall conclusion 

Overall Conclusion:  Strong 

Following our review, we can provide a strong level of assurance surrounding the Organisation’s budget setting, monitoring, and 
reporting arrangements. This is highlighted as we have raised several good practice points, two low grade recommendations for 
improvement and one observation for consideration. Please see Section 3: Detailed Recommendations and Section 4: 
Observations for further information.   

 
 
 

 

Summary of recommendations 

 

Grading of recommendations 

 
High Medium Low Total 

Budgetary & Financial Reporting  0 0 2 2 

 

As can be seen from the above table there were no recommendations made which we have given a grading of high. 
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Areas of good practice 

The following is a list of areas where the Organisation is operating effectively and following good practice.  

1.  Management accounts are produced on a monthly basis by the Head of Finance and Corporate Affairs and a 
summary is presented to the Board on a quarterly basis. Accounts follow a standardised format and are presented 
with a written report analysing and explaining variations from the budget. 
  

2.  We reviewed the GiA grant claims and the July and August 2025 forecast submitted to the Scottish Government. We 
confirmed that the Organisation demonstrates clear and consistent tracking of cash movement, and that the current 
reporting arrangements meet the Scottish Government’s financial monitoring requirements. 
  

3.  We confirmed that the Organisation has a Corporate Plan which outlines the budget for 2024/25. We also verified 
that, as part of the Board meeting minutes, the actual budget is compared against the budget set out in the 
Corporate Plan. 
  

5.  We confirmed that the Organisation’s financial reporting is aligned with the Financial Reporting Manual (FReM) and 
the Scottish Public Finance Manual (SPFM). This is further supported by a formal Framework Agreement with the 
Scottish Government, which outlines governance, accountability, and financial oversight arrangements relevant to 
budgetary and financial reporting. 
  

6.  We reviewed the Board meeting minutes from December 2024, March 2025, and June 2025, and confirmed that 
deviations from the budget are adequately explained.  
  

7.  We confirmed that the budget for 2025/26 was reviewed and approved by the Board in April 2025.   
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The following is a list of areas where the Organisation is operating effectively and following good practice.  

8.  The Head of Finance and Corporate Affairs has ultimate responsibility for budgeting, forecasting and financial 
reporting which is outlined on the Organisation’s website.  
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2 BENCHMARKI NG  

We include for your reference comparative benchmarking data of the number and ranking of recommendations made for audits of 
a similar nature in the most recently finished internal audit year. 

Budgetary & Financial Reporting  

 

 

Benchmarking 

 
High Medium Low Total 

Average number of recommendations in 
similar audits 

0 0 2 2 

Number of recommendations at Bòrd na 
Gàidhlig 

0 0 2 2 

 

From the table above it can be seen that the Organisation has a similar number of recommendations compared to those 
organisations it has been benchmarked against. 
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3 DETAILED RECOMMENDATIONS  

   

Preparation of Management Accounts Procedure 

Ref. Finding and Risk Grade Recommendation 

1.  The Organisation should ensure that there is a 
clearly documented and up-to-date procedure 
for the preparation of monthly management 
accounts. 
 
We reviewed the Monthly Management 
Accounts Procedure and found that it was last 
updated in December 2023. It was scheduled 
for update in December 2024, however, this 
has not taken place. 
 
From our root cause analysis, we found that the 
update to the Monthly Management Accounts 
Procedure was delayed while awaiting input 
from the audit.  
 
There is a risk that the outdated procedure may 
be followed, leading to inconsistencies in the 
preparation of management accounts. This 
could affect the accuracy, and reliability of 
financial reporting, and may result in non-
compliance. 
  

Low We recommend that management ensures the 
Monthly Management Accounts Procedure is 
reviewed and updated in line with its scheduled 
review date, and that any relevant changes or 
recommendations arising from the audit are 
incorporated into the revised document. 
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Management response Responsibility and implementation date 

 

The procedure is in the process of being updated.  This was held up by the 
development of the new Management Accounts Pack.  

Responsible Officer:  
 
Nicola Pearson, Head of Finance and Corporate 
Affairs. 
 
 
 
Implementation Date:  
01/02/2026 
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Budget Holder Training 

Ref. Finding and Risk Grade Recommendation 

2.  The Organisation should take proactive steps to 
ensure that budget holders are equipped with 
up-to-date financial knowledge and skills.  
 
From our discussions with the Head of Finance 
and Corporate Affairs we confirmed that there 
are three budget holders within the 
Organisation. Training is currently delivered on 
an informal basis. Budget holders are 
knowledgeable and have developed their skills 
through practical experience in managing 
budgets over time. However, they have not 
received recent formal training. We issued a 
questionnaire to each of the budget holders to 
obtain feedback on their understanding of their 
responsibilities; however, we received no 
responses. 
 
From our root cause analysis, we found that 
due to the small size of the Organisation, 
training has remained informal, with an 
assumption that budget holders already 
possess the necessary knowledge from previous 

Low We recommend that management introduce 
periodic formal training or refresher sessions for 
budget holders. This would help budget holders 
keep their knowledge up-to-date and strengthen 
consistency and compliance across budget 
management activities. 
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budgeting experience.   
 
Without regular training, budget holders may 
fall behind on changes in financial systems, 
regulations, or policies. This increases the risk 
of misinterpretation and errors in budget 
management.  

Management response Responsibility and implementation date 

 

We will consider the training requirements of the current budget holders and 
ensure training is available regularly and included in induction processes where 
appropriate. 

Responsible Officer:  
Nicola Pearson 
Head of Finance and Corporate Affairs 
 
 
Implementation Date:  
01/02/2026 
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4 OBSERVATIONS 

The following is a list of observations from our review 

1.  Historically, a narrative report was not produced as part of the management accounts and worksheets were 

presented separately for discussion. Over the past year, the management accounts have been refined, culminating 

in the more structured presentation delivered in July 2025. Our review of these accounts found that they now 

include sufficient narrative. It was noted that this format will be maintained going forward, with the August reporting 

in development at the time of our review. 
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5 AUDIT  ARRANGEMENTS 

The table below details the actual dates for our fieldwork and the reporting on the audit area under review. The timescales set out 
below will enable us to present our final report at the next Audit & Assurance Committee meeting. 
 

Audit stage Date 

Fieldwork start 1 September 2025 

Closing meeting 8 September 2025 

Draft report issued 18 September 2025 

Receipt of management responses 27 October 2025 

Final report issued 29 October 2025 

Audit & Assurance Committee 25 November 2025 

Number of audit days 4 
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6 KEY PERSONNEL  

We detail below our staff who undertook the review together with the Organisation staff we spoke to during our review. 
 

Wbg  

Partner  Graham Gillespie Partner & Head of Internal 
Audit 

gg@wbg.co.uk 

Director  Peter Clark Director of Internal Audit  pcc@wbg.co.uk 

Senior Manager  Scott McCready Senior Internal Audit Manager smc@wbg.co.uk 

Auditors: Hannah Khan Internal Auditor hk@wbg.co.uk 

Dominic McCarthy Internal Auditor  dmc@wbg.co.uk 

 

Bòrd na Gàidhlig 

Key Contact  Nicola Pearson Head of Finance & Corporate 
Affairs 

nicola@gaidhlig.scot 

Wbg appreciates the time provided by all the individuals involved in this review and would like to thank them for their assistance 
and co-operation. 
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The matters raised in this report came to our attention during the course of our audit and are not necessarily a comprehensive statement of all weaknesses that exist or all 
improvements that might be made. 

This report has been prepared solely for Bòrd na Gàidhlig’s individual use and should not be quoted in whole or in part without prior written consent. No responsibility to any 
third party is accepted as the report has not been prepared, and is not intended, for any third party. 

 
We emphasise that the responsibility for a sound system of internal control rests with management and work performed by internal audit should not be relied upon to identify 
all system weaknesses that may exist. Neither should internal audit be relied upon to identify all circumstances of fraud or irregularity should there be any although our audit 
procedures are designed so that any material irregularity has a reasonable probability of discovery. Every sound system of control may not be proof against collusive fraud. 
Internal audit procedures are designed to focus on areas that are considered to be of greatest risk and significance. 
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1 EXECUTIVE SUMM ARY  

Overview 

Purpose of review 

We undertook a review of the cyber security arrangements in place at Bòrd na Gàidhlig (the Organisation) to assess whether there 
were appropriate controls in place to mitigate the loss of business-critical information due to a cyber-attack or failure of key 
systems/suppliers.  
 
We tested these arrangements against the National Cyber Security Centre’s (NCSC) 10 steps to Cyber Security guidance. 
 
In line with the Institute of Internal Auditors’ (IIA) Topical Requirements on Cybersecurity, this work also contributed to the 
internal audit function’s obligation to assess and provide assurance over cyber risk management, including areas such as 
governance structures, incident response readiness, and supplier assurance processes. 
 
This review formed part of our 2025/26 Internal Audit Plan. 
 

Scope of review 

Our objectives for this review were to assess whether: 

| There was an appropriate risk-based approach to securing data and systems which had been adopted. 
 

| There was appropriate cyber-awareness training for Organisation staff that has been mandated. 
 
| The architecture and configuration of key Organisation systems was easily maintained and updated to adapt effectively to 

emerging cyber threats. 
 
| There were appropriate solutions in place to control access to the Organisation’s information systems. 
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| The systems were appropriately patched to minimise the risk of vulnerabilities being successfully exploited in an attack. 
 
| There were appropriate solutions in place to protect Organisation data from unauthorised access, modification, and deletion. 
 
| There were appropriate processes and procedures in place to respond to security incidents that would help prevent further 

damage. 
 
| There were appropriate processes in place for vetting suppliers and assessing the adequacy of their cyber security controls. 
 
| There was an appropriate understanding of all assets that are part of the Organisation’s IT network and environment. 
 
| The Organisation systems are appropriately monitored with information logged and actively analysed. 

 
Our approach to this assignment took the form of discussion with relevant staff, review of documentation and where appropriate 
sample testing. 

Limitation of scope 

There was no limitation of scope. 
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Background 

IT Support Partner 
The Organisation’s IT systems are supported by their external IT Support Partner, Microtech. The IT Support Partner is responsible 
for configuring hardware, keeping software up to date, and managing cloud backups through Datto SaaS Protection. Endpoint 
management, patching, and monitoring are delivered via Datto Remote Monitoring and Management (RMM), with alerts raised and 
actioned by the Partner. A ticketing system is used to manage and evidence incidents, requests, and resolutions. 

Risk Management 
The Organisation identifies and manages cyber risks at both operational and strategic levels through dedicated risk registers. An 
annual cyber resilience report, presented to the Audit & Assurance Committee, helps to ensure these risks are monitored, 
addressed, and aligned with broader organisational objectives. This demonstrates a mature, well-integrated approach to 
embedding cyber risk management across the Organisation. 

Network Architecture and Infrastructure 
The Organisation operates a fully cloud-based IT environment, with no reliance on on-premises servers or traditional network 
infrastructure. Microsoft 365 provides the core platform for productivity and collaboration, supported by Entra ID with National 
Cyber Security Centre (NCSC) hardening templates applied to strengthen access and identity controls. Staff primarily work from 
home, with only a limited physical presence in two managed offices and shared space at Great Glen House, where a Fortinet 
firewall provides an additional layer of protection. The streamlined cloud-first model reduces reliance on physical infrastructure and 
supports a secure, flexible approach to working. 

User Account Management 
User accounts are provisioned and de-provisioned via a structured ticketing process managed by the IT Support Partner. New 
starters are set up on Microsoft 365 with appropriate licenses and devices following notification from internal staff, while leavers 
are promptly removed in line with communicated end dates.  
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Data Protection and Resilience 
USB device blocking is active across devices, reducing the risk of unauthorised data transfer. Data backup is managed through 
Datto SaaS Protection, providing cloud-to-cloud protection for Microsoft 365 services. This backup solution is proactively monitored 
by the IT Support Partner, supporting data integrity and recovery should it be required. 

Asset Management and Monitoring 
The Organisation’s IT assets are tracked and managed through Datto RMM, which provides a consolidated register of devices and 
allows proactive monitoring of their status. The system enables lifecycle management, reporting, and alerts, helping the IT Support 
Partner to address issues before they impact operations. In addition, Microsoft 365 provides further alerting and monitoring 
capabilities, giving visibility across accounts and activity. 

Incident Response 
The Organisation does not currently have a dedicated Cyber Incident Response Plan. Although cyber incident response has been 
discussed and there are plans to embed it into the wider Business Continuity framework, there is no formalised document defining 
escalation processes, roles, and responsibilities. Please refer to Section 3: Detailed Recommendations for further information. 

Supplier Management 
There is currently no standardised process for assessing supplier cyber security arrangements. While Data Protection Impact 
Assessments (DPIAs) are used, these focus on data protection compliance rather than broader cyber resilience. Please refer to 
Section 3: Detailed Recommendations for further information. 

National Cyber Security Centre 10 Steps to Cyber Security 
The NCSC is an organisation of the United Kingdom Government that provides advice and support for the public and private sector 
on how to avoid computer security threats.  
 
The NCSC’s 10 Steps to Cyber Security guidance aims to help organisations manage their cyber security risks by breaking down the 
tasks of protecting the organisation into 10 components. Adopting security measures covered by the 10 steps reduces the 
likelihood of cyber-attacks occurring and minimises the impact on an organisation when incidents do occur.  
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We have assessed the Organisation’s current position in relation to the NCSC’s 10 Steps to Cyber Security guidance in the table 
below. We have set the maximum appetite for success at 1. The closer the score is to that maximum, the stronger the 
performance in that area. Each of the 10 steps have been scored based on our assessment: 
 

NCSC 10 Steps Appetite Score 

Risk Management 1 1 

Engagement & Training 1 0.9 

Asset Management 1 1 

Architecture & Configuration 1 1 

Vulnerability Management 1 1 

Identity & Access Management 1 1 

Data Security 1 0.9 

Logging & Monitoring 1 1 

Incident Management 1 0.8 

Supply Chain Security 1 0.8 
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We have raised recommendations that would help to improve scores in a number of these areas. Please refer to Section 3: 
Detailed Recommendations for further information. 
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Work Undertaken 
In line with each objective, we undertook the following work: 
 

Objective 1: There is an appropriate risk-based approach to securing data and systems which has been adopted.  
| We reviewed the Organisation’s Risk Registers and the formal documentation of operational risks, including cybersecurity 

risks, to confirm that potential threats are identified, assessed, and managed effectively. 
 
Objective 2: There is appropriate cyber-awareness training for Organisation staff that has been mandated.  

| We reviewed the Organisation’s new start cyber security training programmes to assess whether these are mandated and 
completed by all staff.  

| We reviewed the Organisation's cyber security refresher training arrangements to determine whether regular training is 
mandated and completed by all staff. 

 
Objective 3: The architecture and configuration of key Organisation systems is easily maintained and updated to 
adapt effectively to emerging cyber threats. 

| We discussed the current network setup arrangements with the Organisation’s IT Team to confirm that the IT infrastructure 
was robust and capable of supporting its operations securely and efficiently. 

| We reviewed the Organisation’s network security procedures, including any change management processes, to confirm that 
these were appropriately logged and recorded. 

 
Objective 4: There are appropriate solutions in place to control access to the Organisation’s information systems. 

| We reviewed the Organisation’s controls for user creation and user permissions to confirm proper access management 
practices are in place, safeguarding sensitive data and maintaining system integrity. 

| We reviewed the physical and environmental controls in place at the Organisation to confirm that they are effectively 
safeguarding the critical network infrastructure against potential threats and vulnerabilities. 

| We reviewed the Organisation’s controls surrounding users accessing the network remotely, including the enforcement of 
Multi-Factor Authentication (MFA), to confirm secure remote access and protect against unauthorised entry and data 
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breaches. 
 

Objective 5: There are appropriate solutions in place to protect Organisation data from unauthorised access, 
modification, and deletion. 

| We reviewed the Organisation's controls to safeguard sensitive data to confirm compliance with data protection regulations 
and to mitigate the risk of data breaches. 

| We reviewed the Organisation’s backup and replication procedures to verify data integrity, availability, and resilience against 
data loss or system failures. 

 
Objective 6: The Organisation systems are appropriately patched to minimise the risk of vulnerabilities being 
successfully exploited in an attack. 

| We reviewed the Organisation’s patching procedures and assessed the validity of the process to assess whether these are 
robust and in line with good practice. 

| We reviewed the Organisation’s patching levels and endpoint operating systems to verify that all platforms are suitably 
protected and supported, minimising vulnerabilities and enhancing overall security posture. 

 
Objective 7: There are appropriate processes and procedures in place to respond to security incidents that will help 
prevent further damage. 

| We held discussions with the Organisation to establish the current position regarding the development of a Cyber Incident 
Response Plan and to confirm whether there are plans in place to formalise and implement such a document. 

 
Objective 8: There are appropriate processes in place for vetting suppliers and assessing the adequacy of their 
cyber security controls. 

| We held discussions with the Organisation to establish the current arrangements in place in relation to the vetting of supplier 
security controls, to understand how the Organisation assesses and mitigates risks associated with third-party suppliers. 
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Objective 9: There is an appropriate understanding of all assets that are part of the Organisation’s IT network and 
environment. 

| We reviewed the Organisation’s Asset Management solution to confirm accurate tracking and protection of assets, and to 
validate proper allocation and utilisation of resources. 

| We reviewed the Organisation’s controls that detect unauthorised devices to prevent potential security breaches and 
maintain the integrity of the network. 

 

Objective 10: The Organisation systems are appropriately monitored with information logged and actively 
analysed. 

| We reviewed the Organisation’s network security appliances to confirm they are effectively protecting the network from 
threats and vulnerabilities. 

| We reviewed the Organisation’s network monitoring and logging capabilities to confirm timely detection and response to 
security incidents. 
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Conclusion 

Overall conclusion 

Overall Conclusion:  Substantial 

Following our review, we can provide a substantial level of assurance over the Organisation’s cyber security and the associated 
policies, procedures and controls. This is further highlighted as we have raised several areas of good practice; however, we have 
also raised two recommendations for improvement. Please see Section 3: Detailed Recommendations for further 
information.  

 
 
 

 

Summary of recommendations 

Grading of recommendations 

 
High Medium Low Total 

Cyber Security 0 1 1 2 

 
As can be seen from the above table there were no recommendations made which we have given a grading of high. 
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Areas of good practice 

The following is a list of areas where the Organisation is operating effectively and following good practice.  

1.  The combination of Datto RMM for proactive monitoring and management, alongside Microsoft 365 alerts, provides 
timely identification and visibility of issues, supporting security and operational resilience. 
  

2.  The Organisation’s use of Entra-based Data Loss Prevention (DLP) controls, including automatic USB blocking and 
firewall filtering, demonstrates an effective and proportionate approach to reducing data leakage risks within a 
cloud-first environment. 

3.  There are robust processes in place to create or disable staff user accounts. If a member of staff is starting or 
leaving employment at the Organisation, designated personnel will contact the IT Support Partner with the relevant 
user details. For new starts, the IT Support Partner will create a profile, supplying the user with access to the 
requisite applications and adding appropriate network privileges. For leavers, user access is removed immediately or 
on the date communicated.  
  

4.  The Organisation benefits from multiple layers of built-in resilience within Microsoft 365, with Microsoft providing 
fault tolerance to maintain service availability in the event of system issues. To strengthen this further, the 
Organisation’s IT Support Partner utilises Datto SaaS Protection to back up Microsoft 365 services, ensuring recovery 
options are available if required. This service is monitored proactively, with alerts generated and addressed by the IT 
Support Partner to maintain confidence in data resilience. 
  

5.  Automated patch management through Datto RMM, supported by the Organisation’s long-standing Cyber Essentials 
Plus certification, demonstrates a proactive and externally validated approach to reducing vulnerability risks.  
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The following is a list of areas where the Organisation is operating effectively and following good practice.  

6.  The Organisation’s fully cloud-based model, combined with Entra ID policies and mandatory MFA for all accounts, 
provides strong and consistent remote access security without the need for additional VPN or network-based 
solutions. 
  

7.  The use of Datto RMM for asset discovery, inventory, lifecycle management, and reporting provides a robust and 
centralised approach to managing IT assets, supporting both operational oversight and security. 
  

8.  By adopting a cloud-first strategy underpinned by NCSC-aligned Microsoft 365 configurations, Cyber Essentials Plus 
certification, and robust policy governance, the Organisation exemplifies a forward-thinking and secure approach to 
modern IT infrastructure. 
  

9.  The Organisation identifies and manages cyber risks at both operational and strategic levels through dedicated risk 
registers. An annual cyber resilience report, presented to the Audit and Assurance Committee, helps to ensure these 
risks are monitored, addressed, and aligned with broader organisational objectives. This demonstrates a mature, 
well-integrated approach to embedding cyber risk management across the Organisation. 
  

10. The Organisation has taken proactive steps to raise cyber awareness by requiring all staff to complete the NCSC 
training, supplementing this with phishing simulations and an internal cyber training session. Incorporating the NCSC 
training into the TKM platform for reissue demonstrates a commitment to making awareness an ongoing activity 
rather than a one-off event. 
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2 BENCHMARKI NG  

We include for your reference comparative benchmarking data of the number and ranking of recommendations made for audits of 
a similar nature in the most recently finished internal audit year. 

Cyber Security 

 

 

Benchmarking 

 
High Medium Low Total 

Average number of recommendations in 
similar audits 

0 3 1 4 

Number of recommendations at Bòrd na 
Gàidhlig 

0 1 1 2 

 

From the table above it can be seen that the Organisation has a lower number of recommendations compared to those 
organisations it has been benchmarked against. 
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Incident Management  

Ref. Finding and Risk Grade Recommendation 

1.  Cyber incidents can cause significant disruption 
to an organisation, with impacts ranging from 
loss of data and service downtime to financial 
and reputational damage. A Cyber Incident 
Response Plan (CIRP) is an essential element of 
cyber resilience, providing a clear framework 
for how incidents such as ransomware, 
phishing, or data breaches will be managed. It 
sets out roles and responsibilities, escalation 
processes, and recovery actions to help ensure 
responses are coordinated and effective. 
 
During our review, we noted that the 
Organisation does not currently have a 
standalone Cyber Incident Response Plan in 
place. Elements of cyber incident response 
have been raised in staff review meetings, and 
we were informed that development of a CIRP 
is intended to be incorporated into the wider 
Business Continuity Plan, with work scheduled 
to progress in October. While this is a positive 
step, at present there are no formalised 
procedures dedicated to cyber incident 

Medium We recommend that the Organisation develops a 
dedicated CIRP, either as a standalone 
document or as a clearly defined section within 
the wider Business Continuity Plan. The CIRP 
should define roles and responsibilities, 
escalation routes (including to external bodies 
such as the NCSC or Action Fraud), 
communication protocols, and response 
playbooks for likely scenarios. Once established, 
the plan should be tested through a tabletop 
exercise to embed responsibilities and build 
confidence in managing live incidents.  
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response, meaning that key components such 
as escalation routes, communication protocols, 
and response playbooks remain undefined. 
 
Our assessment of the root cause is that 
responsibility for cyber incident response has 
been considered as part of broader Business 
Continuity and Disaster Recovery 
arrangements, rather than being prioritised as a 
distinct area requiring its own framework. This 
has resulted in reliance on generic continuity 
planning, with cyber-specific scenarios and 
procedures not yet formally developed or 
documented. 
 
This creates the risk that the Organisation may 
be unprepared to respond effectively in the 
event of a cyber incident. Without a clear CIRP, 
there is the potential for delayed decision-
making, inconsistent communication, and 
uncertainty around responsibilities. Such gaps 
could increase the impact of an incident, 
prolong recovery times, and expose the 
Organisation to operational disruption, financial 
loss, and reputational harm. 
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Management response Responsibility and implementation date 

 We will develop a Cyber Incident Response Plan (CIRP) for Bòrd na Gàidhlig 
which will sit alongside out Business Continuity Plan.  

Responsible Officer:  
Nicola Pearson 
Head of Finance and Corporate Affairs 
 
 
Implementation Date:  
01/01/2026 
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Supplier Cyber Security Checks 

Ref. Finding and Risk Grade Recommendation 

2.  Managing cyber security risks across the supply 
chain is critical to organisational resilience. As 
organisations increasingly rely on third-party 
providers for technology platforms, hosted 
services, and outsourced support, it is vital that 
suppliers are subject to appropriate due 
diligence during the procurement process. This 
should include checks such as verifying supplier 
certifications (e.g. Cyber Essentials or ISO 
27001), data handling practices, or alignment 
with recognised security standards.  
 
During our review, we found that the 
Organisation does not currently have a 
standardised process for assessing the cyber 
security risks associated with its suppliers. 
Instead, reliance is placed primarily on Data 
Protection Impact Assessments (DPIAs), which 
focus on data protection concerns but do not 
provide comprehensive coverage of broader 
cyber security risks. We noted that no formal 
procedures, policies, or contractual clauses 
were in place to require suppliers to 

Low We recommend that the Organisation considers 
developing a more structured approach to 
managing cyber security within its supply chain 
as procurement activities expand. This could 
include updating procurement and contracting 
procedures to request evidence of supplier cyber 
security measures, such as Cyber Essentials or 
ISO 27001 certification where appropriate. 
Responsibility for carrying out and recording 
these checks should be defined, with contract 
documentation updated to reflect minimum 
cyber expectations where relevant.  
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demonstrate cyber security standards or 
certifications, and there was no evidence of 
consistent cyber assurance being applied during 
procurement or ongoing contract management. 
 
Our assessment of the root cause is that the 
Organisation does not currently have formalised 
procurement or supplier assurance procedures 
that embed cyber security requirements. 
Procurement activity appears to be largely 
operational and service-focused, without 
structured risk-based checks relating to supplier 
cyber resilience. 
 
This creates the risk that suppliers providing 
critical services or handling personal data may 
not meet expected cyber security standards, 
exposing the Organisation to potential 
vulnerabilities outside its direct control.  
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Management response Responsibility and implementation date 

  We will consider how Bòrd na Gàidhlig can incorporate these questions into our 
procurement processes. 

Responsible Officer: 
Nicola Pearson 
Head of Finance and Corporate Affairs 
 
Implementation Date:  
01/02/2026 
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3 AUDIT  ARRANGEMENTS 

The table below details the actual dates for our fieldwork and the reporting on the audit area under review. The timescales set out 
below will enable us to present our final report at the next Audit & Assurance Committee meeting. 
 

Audit stage Date 

Fieldwork start 8 September 2025 

Closing meeting 16 September 2025 

Draft report issued 25 September 2025 

Receipt of management responses 27 October 2025 

Final report issued 29 October 2025 

Audit & Assurance Committee 25 November 2025 

Number of audit days 5 
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4 KEY PERSONNEL  

We detail below our staff who undertook the review together with the Organisation staff we spoke to during our review. 
 

Wbg  

Partner  Graham Gillespie Partner & Head of Internal 
Audit 

gg@wbg.co.uk 

Director Peter Clark Director of Internal Audit pcc@wbg.co.uk 

Senior Manager  Scott McCready Senior Internal Audit Manager smc@wbg.co.uk 

Auditors:  Shaun Roddan IT Auditor srr@wbg.co.uk 

Jessica Eberhardt IT Auditor jee@wbg.co.uk 

 

Bòrd na Gàidhlig 

Key Contacts: 

  

Nicola Pearson Head of Finance & Corporate 
Affairs 

nicola@gaidhlig.scot 

Paul Mathewson  Group Technical Director 
(Microtech)  

paul.mathewson@microtech-group.co.uk 

Wbg appreciates the time provided by all the individuals involved in this review and would like to thank them for their assistance 
and co-operation. 
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Meeting:     Audit and Assurance Committee 

Date:      25 November 2025 

Title:      Risk Management 

Action Required:    For Decision 

Paper number:   3.1 

Spokesperson: Nicola Pearson, Head of Finance & Corporate Affairs 

Appendices:     PT1 Strategic Risk Register  

 

1. Purpose 
1.1. The paper presents the Strategic Risk Register for the organisation. 
1.2. The paper is in English as it will be reviewed by the internal and external auditors as part 

of their work. 
 

2. Background/Main points 
2.1. The strategic risk register records and assesses the major risks faced by Bòrd na 

Gàidhlig.  It also records the mitigating actions and progress on these undertaken to 
reduce or control the level of the risk faced . 

2.2. Risks are assessed to assert the significance of the threat and at what level the risk 
should be treated.  Each risk is scored as very high, high, medium or low based on the 
risks Impact x Likelihood.  Detailed information on scoring can be found the Risk 
Management Strategy. 

2.3. On the register the Gross Score is the score assessed prior to the implementation of 
the current controls,  with the Net Score being the risk assessment including the 
current controls. 

2.4. The register aims to focus on the risks (uncertainties, opportunities, and negative 
impacts) which most directly impact of BnG’s priorities. 

2.5. There have been no changes to narratives or timelines since the register was presented 
to the Board in October. 

 

 

Risk ↑ Risk ↓ Other
No ratings have increased 
since last review

No ratings have reduced 
since last review

No narratives or timelines 
have been changed 
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3. Recommendation 
3.1. The Committee is requested to:  

• discuss the register and make recommendations on addition and removal of 
risks. 

• The committee is requested to approve the register. 
 

4. Main Strategic Impacts 
4.1. Impact on Finance: No direct impact but ensures that financial risks are considered by 

the organisation. 
4.2. Impact on Staff: The risk register provides direction on controls and actions put in place 

by staff. 
4.3. Impact on Training: Risk management training to be arranged regularly. 
4.4. Links to Corporate Aims: Our work informs and influences Gaelic development and 

policies which impact on Gaelic. 
4.5. Impacts on Reputation: Effective risk management is core to maintaining a positive 

reputation as an effective and efficient public organisation. 
4.6. Impacts on Health and Safety: N/A 
4.7. Legal Impacts:  It is a requirement of the Scottish Public Finance Manual that a public 

body maintains risk management processes 
https://www.gov.scot/publications/scottish-public-finance-manual/risk-
management/risk-management/  

4.8. Impacts on Equality: N/A 
4.9. Impacts on the Environment: N/A 

 
 

5. Links to the National Performance Framework 

Human Rights   ☐ 

Culture     ☐ 

Environment    ☐ 

Health     ☐ 

Learning     ☐ 

Successful Innovative Businesses   ☒ 

Children and Young People  ☐ 

Communities    ☐ 

Poverty      ☐ 

International    ☐ 

Economy     ☐

 
6. Governance Route 

6.1. Approved by the Leadership Team on 14 November 2025. 
 

7. Confirmation of Circulation of Document 
7.1. This is an open paper. 

https://www.gov.scot/publications/scottish-public-finance-manual/risk-management/risk-management/
https://www.gov.scot/publications/scottish-public-finance-manual/risk-management/risk-management/
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Strategic Risk Register  
 
Strategic Aim 1: More people are using and benefiting from Gaelic at home and in the community 
Ref Risk 

description 
Cause Impact Gross 

score 
[prior to 
current 

controls] 
 

(I/L/S) 

Current controls  
[systems already in 

place] 

Net score  
[including 
current 
controls]  

 
(I/L/S) 

Proposed 
actions and 

controls  
[tasks being 

undertaken to 
deal with arising 

risk] 

Timeline Risk 
Owner 

1.1 Inadequate 
resources to 
deliver the 
Corporate 
Plan 
 

SG temporary 
freeze on 
recruitment 
 
Medium and 
longer-term 
finances are not 
increased therefore 
Gaelic 
development is 
constrained 
 
[BnG baseline 
funding has 
remained static 
since 2007/08; this 
is a real terms 
decrease of approx. 
45%] 
 

BnG’s contribution 
to Gaelic 
development 
ceases to meet with 
demand 
 
We have insufficient 
staff capacity and/or 
capability to deliver 
our Corporate Plan 
 
Impact on wellbeing 
of staff and board 
Reputation is 
negatively impacted 
 

25 
 

(5X5) 

Implementation of 
multi-year funding 
agreements for main 
delivery partners 
which encourage 
collaboration 
 
Corporate Plan 
developed in line 
with new NGLP and 
approved by SG   
 
Programme designed 
for development of 
middle managers 
skills and knowledge 
 
Business case 
presented to SG and 
running costs cap 
increased for 25/26. 
 
MTFP updated 
annually and 
presented to Board 
 

20 
 

(4x5) 
 

Build in agility to 
take advantage of 
funding 
opportunities as 
they arise  
 
Roll out Manager 
development 
programme  
 
Continue to 
make the case for 
increased 
funding for BnG  

Ongoing 
 
 
 
 
 

Dec ‘25 
 

 
 

Ongoing 

ED 
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Effective recruitment, 
induction, training 
and development 
and performance 
management 
systems in place 
 
Budget management 
in place to comply 
with SG GiA 
requirements for 
running costs 
 
Review of staff 
resource to mitigate 
impact of vacant 
posts. 

Risk Appetite: 
HIGH 

We acknowledge there is a challenging environment in public finance and continue to work closely with our sponsorship team in 
relation to resource. 
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Strategic Aim 1: More people are using and benefiting from Gaelic at home and in the community 
Ref 

 
 
 
 
 

Risk 
description 

Cause Impact Gross 
score 

 
[prior to 
current 

controls] 
 

(I/L/S) 

Current controls 
 

[systems already in 
place] 

Net score 
 

[including 
current 

controls] 
 

(I/L/S) 

Proposed actions 
and controls 

 
[tasks being 

undertaken to 
deal with arising 

risk] 
 

Timeline Risk 
Owner 

1.2 Failure to 
deliver 
objectives 
through 
partnerships 
and network 
organisations  
 
[BnG has 
effectively 
increased its 
partnership 
development 
and advisory 
function and 
this needs to 
be 
maintained]  
 

Limited control 
over direction and 
impact of third-
party delivery  
 
BnG strategies for 
engagement 
and/or 
relationships do 
not respond to 
stakeholders’ 
needs  
 
Quality and reach 
of communication 
is insufficient to 
engage  
 
Failure to adapt to 
changes in 
primary or 
secondary 
legislation   
 

Difficult for Delivery 
Partners to achieve 
anticipated 
outcomes   
 
Support for Gaelic 
is undermined  
 
Willingness to 
collaborate and 
engage with BnG is 
reduced   
 

15 
 

[5x3] 
 

Sustained effective 
communication with 
key delivery bodies  
 
Statutory Guidance 
on Gaelic Language 
Plans in place 
 
Change in GLP 
processes leading to 
engagement 
between BnG and 
public authorities  
 
Framework 
agreement with SG  
 
External 
Communications 
Strategy reporting to 
Board quarterly  
 

 

12 
 

[4x3] 
 

Reporting on 
corporate and 
operational plans 
will focus on 
outcomes with 
effective 
performance 
metrics thereby 
providing clearer 
direction internally 
and externally 
 
Gathering of key 
delivery bodies to 
review impact of 
multi-year funding  

Ongoing 
 
 
 
 
 
 
 
 
 
 
 
 
Nov ‘25 

IMM 

Risk appetite: HIGH BnG delivers development activities in partnership with community-based organisations and bodies, and relies on those 
organisations to deliver on the plans they have submitted and have had approved by BnG.  The arrangements are based on an agreed 
shared plan and are dependent on the capacity of partner organisations to deliver on these plans. 
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Strategic Aim 2: Opportunities for people to develop their Gaelic skills at any age are increased and more accessible 
Ref Risk 

description 
Cause Impact Gross 

score 
[prior to 
current 

controls] 
(I/L/S) 

Current controls 
[systems already in 

place] 

Net score 
[including 

current 
controls] 

(I/L/S) 

Proposed actions 
and controls 
[tasks being 

undertaken to deal 
with arising risk] 

Timeline Risk 
Owner 

2 Supporting 
growth and 
promotion in 
Gaelic 
education is 
ineffective   

BnG advisory 
input is not of 
sufficient quality 
and impact  
 
Political decisions 
are taken which 
address the 
majority, not the 
minority 
 
Statutory 
Guidance on 
Gaelic education 
is not sufficiently 
strong 
 
Dependant on the 
wider support of 
external 
organisations 

Gaelic education is 
not normalised 
within Scotland, 
leading to reduced 
uptake, attainment 
and impact 
 
Gaelic is not 
normalised across 
Scottish society, 
increasing 
language loss and 
disaffection 
 

20 
 

[5x4] 

Statutory Guidance 
on Gaelic Language 
Plans in place  
 
Engagement with SG 
Gaelic and Scots 
Division in 
collaborative work 
 
Participation in 
regional and other 
fora to promote 
Gaelic 
 
Contribute to 
education focused 
consultations 

15 
 

[5x3] 

Revision and 
renewal of Statutory 
Guidance on Gaelic 
Education  
 
Engagement with 
Scottish 
Government and 
key strategic 
agencies on the 
implementation of 
changes to 
legislation through 
the Education 
Reform Act 2025 & 
Scottish Languages 
Act 2025. 
 
Increased 
engagement with 
political parties on 
the importance of 
Gaelic education 
for normalising and 
growing Gaelic   

2025/26 
 
 
 
 

 
Ongoing 

 
 
 
 
 
 
 
 
 

   ED 

Risk appetite: 
MEDIUM 

Advisory role to Scottish Government on Gaelic Education means impact not always guaranteed. 
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Strategic Aim 3: Our work informs and influences Gaelic development and policies which impact Gaelic 
Ref Risk 

description 
Cause Impact Gross 

score 
[prior to 
current 

controls] 
(I/L/S) 

Current controls 
[systems already in 

place] 

Net score 
[including 

current 
controls] 

(I/L/S) 

Proposed actions 
and controls 
[tasks being 

undertaken to 
deal with arising 

risk] 

Timeline Risk 
Owner 

3 People don’t 
understand the 
role and 
functions of 
BnG 

The Scottish 
Languages Act 
changes the role 
and function of 
BnG.  
 
Timescales of the 
commencement 
of the Scottish 
Languages Act 
 
BnG strategies for 
engagement 
and/or 
relationships are 
ineffective 
 
Negative media -
external and 
internal to Gaelic 
communities 
 
Insufficient 
communication 
on what BnG does 
to make a 
difference 

Bòrd na Gàidhlig 
unable to move 
forward with 
change and 
development 
programmes 
 
Reduced support 
for Gaelic 
development 
 
Gaelic speakers 
and learners lose 
confidence in BnG 
and therefore 
negative effect on 
the community 
leaving them 
disenfranchised 

12 
 

[4x3] 

Close engagement 
with the Gaelic and 
Scots team at the 
Scottish Government  
Continued work with 
organisations who 
receive funding to 
clearly acknowledge 
BnG support 
 
External 
Communications 
Strategy approved 
Oct 24 
 
Use NGLP and BnG 
Corporate Plan to 
reinforce the key 
messages of what we 
do   
 
Conaltradh work 
stream put in place. 
 

9 
 

[3x3] 

Continue to 
develop role of 
board members 
as ambassadors 
for BnG  
 
Engage Comms 
expert to deliver 
external comms 
priorities 

Ongoing 
 
 
 
 
 

   Dec ‘25 

NP 

Risk appetite: 
MEDIUM 

Whilst BnG does what it can to explain and inform, it has to accept that there may always be misunderstanding around BnG’s scope of 
work. 
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Strategic Aim 3: Our work informs and influences Gaelic development and policies which impact on Gaelic 
Ref Risk 

description 
Cause Impact Gross 

score 
[prior to 
current 

controls] 
(I/L/S) 

Current controls 
[systems already in 

place] 

Net score 
[including 

current 
controls] 

(I/L/S) 

Proposed actions 
and controls 
[tasks being 

undertaken to 
deal with arising 

risk) 

Timeline Risk 
Owner 

4 Failure to 
maximise the 
benefits from 
the work 
undertaken 
by our key 
stakeholders 
and delivery 
partners 
 

Communication 
strategy with our 
key stakeholders 
and delivery 
partners is 
ineffective  
 
Insufficient 
capacity and/or 
capability among 
our key 
stakeholders and 
delivery partners 
 
Delivery partners 
not necessarily 
delivering in line 
with BnG’s 
objectives. 
 

Damages the 
credibility and 
reputation of BnG. 
Ultimately this 
could lead to a 
reduction in 
support (financial 
and other) from 
Scottish 
Government, key 
partners and 
communities 

16 
 

[4x4] 

Grant systems in 
place which provide 
monitoring 
 
New multi-year 
agreements 
developed   
 
Gaelic language 
plans system in 
place 
 
Increased social 
media and comms 
 
Presentation of 
progress reports to 
CPG 
 
Compliance with 
GLP Statutory 
Guidance monitored 
 
Participate in SG 
Gaelic Comms call 

12 
 

[4x3] 

Monitoring of 
NGLP and 
Corporate Plan 
   
Encourage 
stakeholders and 
key delivery 
partners to 
publicise their 
good news stories 
broadly 
 
 

Ongoing 
 
 
 

 Ongoing 
 
 
 
 
 
 
 
 

IMM 

Risk appetite: 
MEDIUM 

Funding arrangements are based on Plans which outline how delivery partners will meet their own and BnG’s objectives and the 
provision of ongoing funding is dependent on the receipt of satisfactory monitoring reports. 
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Strategic Aim 3: Our work informs and influences Gaelic development and policies which impact on Gaelic 
Ref Risk 

description 
Cause Impact Gross 

score 
[prior to 
current 

controls] 
(I/L/S) 

Current controls 
[systems already in 

place] 

Net score 
[including 

current 
controls] 

(I/L/S) 

Proposed actions 
and controls 
[tasks being 

undertaken to 
deal with arising 

risk) 

Timeline Risk 
Owner 

5 The 
governance 
developments 
implemented 
in the 
organisation 
are not 
sustained 

Insufficient 
capacity and/or 
capability  
 
New 
responsibilities 
are allocated 
without 
commensurate 
resources 
 
Widening field of 
operations due to 
external or 
internal pressure. 
 

Organisation does 
not meet 
stakeholders’ 
expectations 
leading to 
disillusion and 
criticism; 
ultimately 
impacting on 
Gaelic 
development 

16 
 

[4x4] 

Continuous 
improvement 
planning system in 
place 
 
Increasing use of 
technology to assist 
in more 
administrative tasks  
 
Increased number of 
board members 
bringing additional 
skills and resilience 
 
Programme of 
internal audit in 
place. 
 
Work plan and 
training 
requirements 
identified for 25/26 
 

        12 
 

[3x4] 

Review and 
update 
organisational 
Succession Plan 
 
Review work plan 
and training 
requirements 
 
Chair liaising with 
SG on public 
appointments 
 
 
 

 

   Ongoing 
 
 
 
 

Ongoing 
 
 
 

Ongoing 

ED 

Risk appetite: 
MEDIUM 

Skills development is a priority, as is engagement, with matrix in place to monitor progress. 
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Strategic Aim 3: Our work informs and influences Gaelic development and policies which impact on Gaelic 
Ref Risk 

description 
Cause Impact Gross 

score 
[prior to 
current 

controls] 
(I/L/S) 

Current controls 
[systems already in 

place] 

Net score 
[including 

current 
controls] 

(I/L/S) 

Proposed actions 
and controls 
[tasks being 

undertaken to 
deal with arising 

risk) 

Timeline Risk 
Owner 

6 Systems 
failure leading 
to data 
breach 

Cyber security 
attack 
 
IT systems failure 
 
Human error 

Organisation 
suffers reputational 
damage 
 
Inability to carry out 
statutory functions 
 
Lack of trust in 
operations  
  
Subject to 
Information 
Commissioner 
reporting and fine 

20 
 

[4x5] 

ICT contract in place 
with cyber threat 
alerts. 
 
Staff training and 
awareness sessions 
on cyber security. 
 
Annual testing of 
disaster recovery 
and business 
continuity plans. 
 

 

        16 
 

[4x4] 

Staff training and 
awareness 
sessions 
 
Continue to foster 
relations with 
media 
 
Join relevant 
networks to share 
information on 
improvements. 
 
Development of 
Cyber Incident 
Action Plan 
 
 

 

Ongoing 
 
 
 

 Ongoing 
 
 
 

Ongoing 
 
 
 
 

Dec ‘25 

NP 

Risk appetite: 
MEDIUM 

Bòrd na Gàidhlig recognise this risk and puts mitigations in place, however the threat is ever evolving, and some risk must be 
accepted. 
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Scoring        

I/L/S = Impact (max 5) x Likelihood (max 5) = Score   

Refer to Section 4 of Risk Management Strategy for detailed information. 

 

Very High Risk Score 
20-25 

Unacceptable level of risk exposure that requires immediate mitigating action and monthly 
monitoring 

High Risk Score 
12-16 

Unacceptable level of risk which requires controls to be put in place to reduce exposure and 
monthly monitoring 

Medium Risk Score 
6-10 

Controls can be put in place or the risk accepted.  Subjected to quarterly monitoring. 

Low Risk Score 
1-5 

Acceptable level of risk subject to six monthly monitoring 

 

Acronyms of people responsible: 

ED – Ealasaid MacDonald, Ceannard 

IMM – Iain Macmillan, Director 

NP – Nicola Pearson, Head of Finance and Corporate Services 

 

Other acronyms and abbreviations  

BnG – Bòrd na Gàidhlig     GLP – Gaelic Language Plan    Comms - Communications 

SG – Scottish Government     MTFP – Medium Term Financial Plan 

GiA – Grant in Aid      CPG – Comataidh Poileasaidh is Ghoireasan 

NGLP – National Gaelic Language Plan   IT – Information Technology 

https://bnag.sharepoint.com/:w:/r/Corporate%20Governance/Managing%20Organisational%20Risk/Ro-innleachd-Stiuireadh-Mhi-chinntean/2023-05-23-Risk-Management-Strategy.docx?d=we337bcf07a534d0b88950e700436fd4c&csf=1&web=1&e=HHeIKO
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Meeting:     Audit and Assurance Committee 

Date:      25 November 2025 

Title:      Audit and Assurance Committee Work Plan 2025/26 

Action Required:    For Decision 

Paper number:   4.1 

Spokesperson: Nicola Pearson 

Appendices:     PT1 Work Plan 2025/26  

 

1. Purpose 
1.1. In The purpose of this report is to provide the Audit and Assurance Committee with a work 

plan which sets out the key issues that the committee needs to consider as part of its work 

program for the year. 
1.2. The paper is in English as it is presented by the Head of Finance and Corporate Affairs. 

 
2. Background/Main points 

2.1. Both committees and the board of Bòrd na Gàidhlig have a work program. They are 
useful in planning and ensuring that relevant and regular topics are presented 
throughout the year. 

2.2. The 2025/26 workplan was approved in February 2025.  
2.3. The plan covers the committee’s annual cycle. The plan is reviewed at each meeting to 

ensure it is complete or where there are deviations, these are monitored. 
2.4. Changes made are marked in red type or strikethrough.  

 
3. Recommendation 

3.1. The committee are requested to: 
- make recommendations for changes as viewed as appropriate 
- approve the work plan 
 

4. Main Strategic Impacts 
4.1. Impact on Finance: The work plans do not have a financial impact but do ensure that 

financial matters are properly scrutinised by the committee.  
4.2. Impact on Staff: The workplans provide a guide to officers as to work to be developed 

during the year. 
4.3. Impact on Training: N/A 
4.4. Links to Corporate Aims: Our work informs and influences Gaelic development and 

policies which impact on Gaelic. 
4.5. Impacts on Reputation: The work plans ensure that the committee fulfils its 

responsibilities; this has a positive impact on the organisation’s reputation.  
4.6. Impacts on Health and Safety: N/A 
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4.7. Legal Impacts: The work plans ensure that the committee fulfils its statutory 
responsibilities.   

4.8. Impacts on Equality: N/A 
4.9. Impacts on the Environment: N/A 

5. Links to the National Performance Framework

Human Rights ☐ 

Culture ☐ 

Environment ☐ 

Health ☐ 

Learning ☐ 

Successful Innovative Businesses   ☒ 

Children and Young People  ☐ 

Communities  ☐ 

Poverty   ☐ 

International  ☐ 

Economy   ☐

6. Governance Route
N/A

7. Confirmation of Circulation of Document
7.1. This is an open paper.



Cèitean Sultain Samhain Gearran
20/05/2025 23/09/2025 25/11/2025 24/02/2026

Puingean Stèidhichte

Cùisean Tòiseachaidh / Fàilte Introduction / Welcome √ √ √ √
Nochdadh Com-pàirt Declarations of Interest √ √ √ √
Geàrr-chunntas Minutes √ √ √ √
Clàr-gnìomhan Actions log √ √ √ √
Co-dhùnaidhean eadar coinneamhan Decisions between meetings √ √ √ √
Rianachd Mhì-chinntean Risk Management √ √ √ √
Inbhe Molaidhean Sgrùdadh Status of Audit Recommendations √ √ √ √
Plana-obrach Workplan √ √ √ √

Aithisgean In-sgrùdaidh
Buidhnean Taobh a-muigh - Stiùireadh Coileanaidh External Organisations - Performance Management √
Rianachd Mhì-chinntean Risk Management  √
Aithisg Bhliadhnail In-sgrùdadh Internal Audit Annual Report √
Leanmhainn Follow Up Review √
Aithriseadh Ionmhasail agus Buidseadach? Budgetary & Financial Reporting √
Tèarainteachd Dhidseatach Cyber Security √
Tabhartasan do Bhuidhnean Gàidhlig Grants to Gaelic Organisations √
Planadh Ro-innleachdail Strategic Planning √
Stiùireadh Coileanadh Luchd-obrach Employee Performance Management √
Rianachd Mhì-chinntean (Cèitean 26) Risk Management (May 26)
Buidhnean Com-pàirteach Lìbhrigidh - Stiùireadh Coileanaidh (Cèitean 26) Delivery Partners - Performance Management (May 26)
Leanmhainn (Cèitean 26) Follow Up Review (May 26)

Puingean Cunbhalach Bliadhnail
Plana Sgrùdadh Bliadhnail In-sgrùdaidh Internal Audit, Annual Audit Plan √
Plana Sgrùdadh Bliadhnail Taobh a-muigh External Audit, Annual Audit Plan √
Aithisg Sgrùdadh Bliadhnail Taobh a-muigh External Audit, Annual Audit Report √
Dreachdan den Aithisg Bhliadhnail is na Cunntasan Annual Report & Accounts √
Aithisg Bliadhnail na CSRC don Bhòrd-stiùiridh AAC Annual Report to the Board √
Ath-sgrùdadh Bliadhnail air na Bun-Riaghailtean Review of the Terms of Reference √
Sgrùdadh Fhein Bliadhnail air Èifeachdas na Comataidh Sgrùdaidh Self assessment of Audit Committee Effectiveness √
Aithisg Dìon Dàta Data Protection Report √ √
Aithris Luach as Fheàrr Best Value Statement √
Sgrùdadh Luach as Fheàrr Best Value Review √
Aithisg air Tèarainteachd Dhidsiteach Cyber Resilence Report √
Ro-innleachd Rianachd Mhì-chinntean Risk Management Strategy √

Puingean eile
Sgrùdadh Bliadhnail air Èifeachdas na Comataidh Sgrùdaidh is trèanadh ('25) Review of Audit Committee Effectiveness and Training (external 3 yearly due'25) √

A' Chomataidh Sgrùdaidh is Dearbhachd (CSD)   Plana Obrach 2025/26
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